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Abstract— In this paper a digital watermarking algorithm based
on joint DWT-DCT transformation is proposed. The watermark
embedding is carried out by using the low frequency coefficients of
4×4 DCT block. Watermarked image is further processed by using
weighted correction in spatial domain to increase imperceptibility. The
host image is first decomposed to two levels of DWT. The DCT of the
chosen DWT sub-band is then computed. Binary watermark is
scrambled with Arnold transform which increases robustness. PN
sequences are used for embedding the watermark. The proposed
watermarking algorithm is blind since it does not require original host
image for watermark extraction. The experimental results show that
the proposed method has achieved high level of imperceptibility and is
robust to most of the common signal processing and geometric
attacks.
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I. INTRODUCTION
Widespread use of internet technology has made
a large amount of multimedia data such as images,
audio and video available to the users. In addition to
this, several advanced digital multimedia tools are
available which can be used to copy and manipulate
the data. This has created a threat to the copyright
protection of multimedia data. Digital watermarking
tries to solve this problem.
Watermarking is a process that hides some
information such as a logo into the original image.
This hidden information is called a watermark. The
watermark
information
can
be
copyright
information,
authentication
information
or
controlling information so as to determine the
copyright owner of the digital works, certify the
authenticity and integrity of multimedia works,
control copying according to the embedded control
information, achieve the purpose of copyright
protection [1].To serve its intended purpose, the two
main requirements an effective watermarking
algorithm should meet are perceptual transparency
and robustness. To get high robustness the
watermark needs to be embedded into perceptually
significant coefficients of the image, but this reduces
perceptual transparency. To increase the perceptual
transparency the watermark needs to be embedded
into higher frequency coefficients. However this
eventually affects the robustness. Thus, two
essential prerequisites for a powerful watermarking
scheme, robustness and perceptual transparency
conflict with each other [2].

domain techniques mostly employ Discrete Cosine
Transform (DCT) and Discrete Wavelet Transform
(DWT).However DWT has been used in digital image
watermarking more frequently due to its excellent
spatial
localization
and
multi-resolution
characteristics, which are similar to the theoretical
models of the human visual system [3].The
performance of the DWT based watermarking
algorithm can be further improved by using a
combination of the two transforms that is DWT-DCT
[2-5].
II. THE WATERMARK EMBEDDING
The host image of size 512×512 is first
decomposed by two levels of DWT and sub-band HL2
is selected. The sub-band HL2 is divided into 1024
blocks each of size 4×4. DCT is applied to each of
the 4×4 block. The binary watermark of size 32×32
is scrambled using Arnold transform. The
watermark embedding is performed on low
frequency coefficients of 4×4 block DCT. Fig.1 shows
the block diagram for watermark embedding
process. All the required steps are as follows:
Step1: Using DWT decompose the host image of size
512×512 into four non- overlapping multi-resolution
sub-bands. This result in sub-bands LL1, HL1, LH1,
and HH1 having size 256×256.
Step2: Select sub-band HL1 and using DWT
decompose it to get four smaller sub-bands each of
size 128×128. Fig. 2 shows the two-level
decomposition of an image. Now select HL2 subband for embedding the watermark.
Step3: After choosing sub-band HL2 divide it into
1024 blocks such that each of the blocks is of size
4x4.
Step4: Transform each of the 4×4 block from spatial
domain to frequency domain by applying DCT.
Step5: Scramble the watermark using Arnold
transform which is given as:
𝑥′
1 1 𝑥
[ ′] = [
] [ ] 𝑚𝑜𝑑 𝑁 ; 𝑥, 𝑦 ∈ {0,1,2, … , 𝑁 − 1}
𝑦
1 2 𝑦

(1)

Where, x and y are the original watermark pixel
coordinate, and x’ and y’ are the transformed
watermark pixels coordinate.
After application of the Arnold transform the
watermark turns to a scrambled watermark. This
scrambled watermark is embedded into the host
image.

Watermarking techniques can be classified
mainly as spatial domain and frequency domain
techniques. Frequency domain techniques provide
better robustness and imperceptibility. Frequency
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Original
Image

Step8: Perform the IDCT on each block.
Step9: Perform the IDWT on the DCT transformed
image to get the watermarked host image in spatial
domain.
Step10: Process the watermarked image using
weighted correction. This results in increased
imperceptibility.
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III. THE WATERMARK EXTRACTION
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Fig.1 Watermark embedding procedure
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Fig.2 Decomposition of image with two levels DWT

The watermark extraction process repeats few
steps from watermark embedding process after prefiltering operation. Pre-filtering is done to increase
the robustness. The block diagram of watermark
extraction is shown in Fig. 4. All the required steps
are as follows.
Step1:Perform
pre-filtering
operation
on
watermarked image.
Step2 Using DWT decompose the watermarked
image into four non- overlapping multi-resolution
sub-bands. This results in sub-bands LL1, HL1, LH1,
and HH1.
Step3: Again using DWT further decompose the
sub-band HL1 to get four smaller sub-bands.
Step4: Next divide sub-band HL2 into 4 × 4 blocks.
Step5: Perform DCT on each 4 × 4 block.
Step6: With the help of the same key that was used
in the watermark embedding procedure regenerate
the two pseudorandom sequences PN0 and PN1.
Step7: Beginning with the first block till the last
block, calculate correlation between the low-band
coefficients of the block and the two generated
pseudorandom sequences. If the correlation of the
low-band coefficients with the PN0 is higher as
compared to the correlation with PN1, then the
extracted watermark bit is taken as ‘0’, otherwise
the extracted watermark bit is taken as a ‘1’.

Step6: Use a key and generate two uncorrelated
pseudorandom sequences PN1 and PN0.
Step7: Using the gain factor ‘β’ embed PN1 and PN0
into the DCT transformed 4×4 blocks of the selected
DWT coefficient set (HL2) of the host image.
Only low frequency coefficients of each DCT block as
shown in Fig.3 are used for watermark embedding.
If we denote Z as the matrix with its elements as
the low frequency coefficients of the 4×4 DCT
transformed block, then embedding is carried out as
per the equations (2) and (3).
Z'= Z + (β× PN0) ; if watermark bit=0
Z'= Z + (β× PN1) ; if watermark bit=1
DC

1

2

4

(2)
(3)
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Fig.4 Watermark extraction procedure

Fig. 3 Low frequency coefficients of a 4×4 DCT block that
are used for watermarking
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Step8: Using the watermark bits that are extracted
using the previous step, reconstruct the scrambled
watermark.
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Step9:
Finally
scramble
the
reconstructed
watermark with Arnold transform with the same key
times. This is the final extracted watermark.

level of imperceptibility. Fig.9.shows the watermarks
extracted from the three watermarked images.

IV. PERFORMANCE EVALUATION
The proposed algorithm is tested using several
standard test images. Fig.6 shows the three test
images used as host images for the experiment. The
selected host images are of size 512×512. The binary
watermark is of size 32×32.We used imperceptibility
and robustness to evaluate the watermarking
algorithm.
Imperceptibility: Imperceptibility means that the
perceived quality of the host image should not be
distorted by the presence of the watermark. As a
measure of the quality of a watermarked image, the
peak signal to noise ratio (PSNR) is typically used.
2552

N-1

N-1

∑i=0 ∑j=0 [I1 (i,j)-I' 2 (i,j)]

2

(5)

N×N

Robustness: Robustness is a measure of the
immunity of the watermark against attempt to
remove it by different types of attacks. Here
similarity between the original watermark and the
extracted watermark from the attacked image is
measured by using the Normalized Correlation (NC)
factor.

𝑁𝐶 =

In order to get the measure of the robustness of
the presented algorithm, we implemented several
image processing and geometric attacks such as
JPEG compression, salt & pepper noise, speckle
noise, gaussian noise, median filtering, average
filtering, and image cropping on the watermarked
image.

(4)

PSNR(dB) = 10 log10 (
)
𝑀𝑆𝐸
where ,

MSE =

(a)
(b)
(c)
(d)
Fig.7 Arnold scrambled binary watermark (a) original
watermark, (b) watermark scrambled with key=1, (c)
watermark scrambled with key=5, and (d) watermark
scrambled with key=8.
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(c)
Fig.8.Watermarked test images (a) Lena, (b) Mandrill, and
(c) Cameraman
(a)

b)

(a)
(b)
(c)
Fig.9. Extracted watermarks (without attack) from (a)
Watermarked Lena, (b) Watermarked Mandrill, and (c)
Watermarked Cameraman

(c)
Fig.6.Original Test images (a) Lena, (b) Mandrill, and
(c) Cameraman

The presented method is implemented using
MATLAB. Original watermark with text “ECI” and
Arnold scrambled binary watermark with different
scrambling keys are shown in Fig.7. The three
watermarked
images
Lena,
Mandrill
and
Cameraman without any attacks are shown in Fig.8.
There are no visible distortions in the watermarked
images and therefore the algorithm provides high
www.i3cpublications.org

In this experiment test image Lena is used to
demonstrate the results of the watermarking
algorithm against different types of attacks. The
attacked watermarked images with different attacks
are
shown
in
Fig.10.
Similarly,
extracted
watermarks from attacked watermarked images are
shown in Fig.11. The experimental results for
various attacks implemented on watermarked Lena
are given in Table 1. Watermarked image has a
PSNR as high as 37.8051 dB when it is not attacked
by any signal processing or geometric attacks. This
high value of PSNR means that the watermark will
not be detected by Human Visual System (HVS). For
most of the implemented attacks the watermark is
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extracted with NC values higher than 0.9 which
indicates that the algorithm successfully withstands
the watermark attacks.

(a)

(b)

Table 1. PSNR and NC values for watermarked Lena under
different attacks

Attack

Parameters

No attack
JPEG
Compression
Salt &
pepper
noise
Gaussian
noise
Speckle
noise

Q= 90
Q= 70
Q= 50
variance =0.01
variance =0.02
variance =0.03
mean variance
=0
= 0.002
Variance= 0.01

Median
filtering
Average
filtering
Image
cropping
(c )

NC
1
1
1
0.9862
1
0.9687
0.9420
0.9592

26.3359

0.9020

Variance= 0.02
3×3

23.1514
34.6521

0.7559
0.9608

3×3

32.2948

0.8242

32×32
64×64

27.5620
22.7767

0.9941
0.9863

V. CONCLUSIONS

(d)

(e)

PSNR
(dB)
37.8051
37.4306
36.0213
32.3917
24.6617
21.9537
20.2538
26.7143

Watermarked image has a PSNR as high as
37.8051 dB under no attack case, which indicates
that the proposed algorithm has achieved high
imperceptibility. With several types of signal
processing and geometric attacks the watermarking
scheme can successfully recover the watermark with
high values of NC. It is evident from the results that
the proposed algorithm has utilized the benefits of
the two most popular and effective transforms DWT
and DCT to achieve high level of imperceptibility and
robustness. Thus the proposed algorithm can be
used successfully to provide copyright protection.

(f)
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